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Financial Scams - Deception Concealed in Sincerity

Asha’, a 21-year-ald young girl bad gnly one
dream: to pursue ligher stodies abroad, In g
process af applving for a scholarship o make
her dream come true, she develops a friendship
with [, Carl, 2 forcigner. Asha who is wsually
:\kl,_'||l:i|-.t| i1k Irll.‘\lijtk': SIS livwayer elaos
il hesdtate to trust Dr Carl sinee he supports
her only dream, They share contact numbers
ancl bevame frrends on socel ovedas,

Their Trivndshap Mossoms over tme and
v ddiy Do Carl informs Asha that he needs 1o
seid her o gt of gold  jewelry amd a
LML dallar cash prize, He sends her a
photograph af the gift and promises (o deliver
it as soon as pessible, Asha i delighied and
three divs Ier <he recoves a call rom a
person named Harry who introduces himself
as 2 fricand of D Car s says i le s an gl
andaranaike  Intermational  Airport,
abke s is in the prcess of clearing
the gift. Harmy mequests Asha to deposit Rs,
LML e o Jowsal Bank accoumt as clearmnee
clarges. Asha, without any second thoughis,
trusting her friend D Carl and the phatograph
e sent, deposits the said amount, A short
while later, Harry contacts Asha again and
reqquests Ka, 305,000 1o be deposited 1o the
same bank aceount as Cusloms  elearance
Clhivrges o chear the dolkar cash prige from Sri
Lanka Customs (5L Customs). Asha incuiries
absral this from D Cad and wpon his
confirmation, deposits the same. Later, on the
sarne day, Horry contacts Ashionee agadn and
inforims it cleammee mast be obtaied from
the Umited MNations (LINT o brng dollars 1o
the country wt a fee of Rs, S0 Harry
senils an image of the UN Clearanee Certificale
v conficm his statement and Asla, belicving
the LN afficial logo in the Certilicate, deposits
the sum of money o the same bank acoount.
Harry furthor informs Asha thae the LN
clearmes process will take apownd thees days,
Adter three daws, Harry calls Ashi and savs as
thie firkal step 1o claim her gin: Ke, 300K
mecds 1o b paid 1o the Centml Bank of Sri
Lanka (CESL) to convert the dollar cash prizse
to sri Lamban rupees and sends her an image
of - Cerifaeaie sl !5‘_\' the CBSL. I:Inr"m:.:’
this enlire process, Asha places her trust on
Dr. Carl who constantly semls her messages
asauring that his gl for her will be received
sam amil all these cleamnce charges ane
warmiial costs ivenrred when sending gifts from
ahgil,

Ar kast, [uliilling the wish of Asha, Harry
calls aned informes (ot the @il §s ready (o e
defivered o her doorstep, B after a fittle
while, Harry calls Asha again and sayvs that 51,
Customs has just now informeed that the gilt
comprises ancther 0L GLdellar cish prize
i addition w o the  iwitially  confirmed
L), E - clodlar cash prize. However, Asha does
ot krust Harry since D Carl had initiadly
prromised anly 1KY dollars: She inguires
about the new cash prize from D Carl and he
sarvs Uhal e dlich non dischose it sinee he wanted
Ly =urprisae lier.

Howewer, at  this  peint, Asha  stars
swwspecting about the credibility and honesty of
the promises made by D Car and pequesis
made by Harry, She is tired and frostimted of
paying Tange sumis of money Lo wnkoown and
wiseen peopde which totads e Rs. 1,795, (KK
by nevv. As the last mesort, she contacts CHSL
anel hecomes aware that she las been o victim
of o largescale fimancial scam, Subseguemly
shie takes mecessary steps o inform the
relevant Low enforcesnent suthorities, Even so,
sl las now lost Ter savings, ber decam, ler
irust i pesple and faith in heesel.

What is a Scam?

In a copstanily changing world, human
aclions of sincerilty and  deception  have
continned, developed, and  expanded  via
TN T T P T T T e Mllereni  oras show
different ways and mwsans wsed by humans o
execute such actions, Scamming is one such
way in which deceptive natore of humans
comes ints play.. Scams have been defined by
differont =ounces in different perspectivis, A
seqm o can b oo dislvomesi winy (o ki FERTHT S
by deceiving people  (Merrium-Webster's
Leammers Dictionary) or it coubd be 3 trick a
can arkist plavs on an unswspecting vielim
with the goal o extort money  (American
Bankers  Associmion).  Effective  finaneial
=ik ‘sl o story ' amd semmers are ned only
wiwd stoepy ellews, but they peally anderstnd
humen mwature and how to push the right
buttens o get people 1o do things that
i herwise pormally they wouldn't want o do
(b, 2000599,
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Alter considering the differem definitions
s 1:l||i|'li1:||'|.-\. abwil 2eims, il caty be doduesd
that a financial scam is am act designed by one
or several persons inosuch oa way o clwat
money by deceiving peopde.  Fnancial semms
have been in operdion at a low level in the
st bt mow Dewe surged oo greater exbent
peicteating ol socictal @rodps Advaiicenent
in technology and  huaman trdts such as
illitecicy,  greediness,  selb-centersdness,
fimitless expectations, and infimite curiosiy as
well as the easiness xnd quickness of earming
money hive langely contributed v the increase
i fimincial scams, Financial scams generally
hive o short Bife span where o small (o large
fimancial loss happens in the blink of an eye.

A glance at the world:

Financial seams have now become a ghobal
peue which has affected all regions in the
world. During the vear 2020, there had heen
more than 20,0001 arrests in relation to mainly
plioate and anternel sems acmss Uhe globe
{Mews and Events, 200}, Even the USA, a
global superpower, has identified several types
of financial scams tormenting the seciety
where gender wize, pinles and age group wise,
the obiler genermtion are the most vubnermble
groups Goosuch scams (Phil Cale, 2007, A
the =ame time, authoerities of the global
superpower educate the public about common
scamis and how o be safe (Commen Scams
and Crimes)y, Australia ha= idemifed vehicle
SIS, POmianee seans, online scams 1o be on
the rise continwusly (News & alens, 20215,
Framd and financial crime is on the rise i the
Middbe East {Pws Global Economic Crime
amd Frad Survey, 20200}, Research conducted
i the area of Anancial scams shews that only
a minority of victims actually report 1o the
relevant authorities, which cleardy nndermines
thar gravity «f the growing problem of finanecial
scams in the United Kingdom  (Finmneial
Scamming - Char Compaign and Research 1o
D). Mot ondy indivichuals, but the corporate
worll has also suffered 0 the hands of
scamumners {Pws Global Economic Crime anad
Framd Survey, 2020]),

Parties to a scam:

A dinamcinl scam wsually  invelves  two
parties: the scammer and the fargel grodp.
Thi= ean be identified s the simplest formof
fimameinl scams where the scammer will act
aloar ared will divectly approach e innocent
victims, Howeser, in the cose of advincesd
fimancinl scams, there can be several porties 1o
the scam comprising e scamers, which
inchides the scam  intimors as owell as
intermediaries and the target group. The scam
initiator/s shall plan the scan by prsviding the
necessary intedlect and resources amnd wall seek
the assistancee of one or more intermediaries
b exevube ilie plin. Generilly, inoadvineed
fimancial scams, it will be the intermediaries
who will divectly deal with the et group
whiereds e sem initgbor will be scting
Bl the scome, Thers have Beey instames
where foreign  nationals have been the
masdemiinds of financial scams.  The world
hies witnessed complex and wellgplamed lnge
scale financial =eams where i had been almosi
tripossible o wlentily amd cagrlure e scam
initiater, Sach scoms are similar to spider
webs where once entimgled. B will require
gret cifort and will power to disentangle from
el aness, Ranging fromy minute level to mss
seale, seams are being wsed by randem
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individuals as well as organized criminal
groagps b chesit money oul of people,

Areas being targeted:
Financial scams are exceuted in diverse

Areas.

# Employment
Scammers targel the jobehunting weed of
|||.'||F|1|" Il:.' T TR TR loeal oF lEsrigEn
vcimployment for a fee. The job hunter, in
desperate weed for a job, will pay the
|:\|-1||;Il.'\||.4| e ol opnee waboiat |ll\.'|'|'1:-|‘|'r'|:il'|'nr
any backprownd seanch of the supposed joly
supgplier.  However, in the end, the job
Fster slaall bee b with 2 finsncial bess sl
withoul the promised job,

% Romance
This i am aren whoere mrostly women are
targeted,  Scammers  approach  hoth

unmarricd s owell as merried women by
being kind and helpful and win theie love
amd trust,  Scammers then make false
promises to marry them and plan the futare
together with the victimized woman. Then
the scammer asks for money o make
armngements far - the \'.N’I'jil'l}! ! Ilu:_n.' a
howse P migrite ete, wnd steals i,

# Assets and Products
Assets sueh ms houses, vehicles, oo IpHIers,
musical instruments ot and products such
s cosnyedics, medicines o, ane adveriised
||I'|"|||.|}_'h VRIS l1'||.1|i:’| :-'-|||'|'| a5 NS PaEers,
sowiatl mveddin ete. Initially the scammer will
pecuest for an advance fse payment G e
deposited to a hank secount. Aller the
adhvanee pavment is deposited, the scammier
will dhi=appesr with the mwmey and become
|'||||:‘|-|.\s|n||l:||'t'.uhh'.

# Winnings and Gifts
A supposed  foreigner  Glsely  promises
lotisry, gold, BMW, cash prize winnings
fronm abroad. Then the foreigner, with e
assistance of aninermediary who acls as
hi= firiend, snatpuets the victin by cash
Liv seetthie comrier chinrges, customs clearnee,
taxation etc., to a local bank account in
order o clian the wannings, Hy the time
the targeted person realizes  heshe has
bisen deceived, bwo or thiee cash deposits
rininy henve already e paid e the scaminmes
pesulling i a sidmifcant GEnancii) bss,

"After considering the
different definitions and
opinions about scams, it
can be deduced that a
financial scam is an act

designed by one or
several persons in such a
way to cheat money by

deceiving people.

Financial scams have

been in operation at a
low level in the past but

now have surged to a

greater extent penetrating
all societal groups"

# Financial Aid
Here, seammers Girged the financial needs
aof peaple =such o poverty, debts, illnesses
e Scammers act o= helpers amd iry 1o
provide assistance i virious ways, In the
case of poverty and debits, scammers may
promise leans al & very low initial depeosit,
T the casee of illnesges, seammoers will try to
help by opening hank accounts {or cash
cillection,  Opee the initial depesit is
madtia considerabbe amount of funds s
colleeted, 11 will he stolen by the scammer,

# Religion and Charity
Seams follow wo ethics. Religioos oed
charity comvepis such @8 priesis, nuns,
donations, charities and foundations will be
veed by scamimers oo manipadae e
omtedded vale system af ||-|-1|;|E|~. Fuanils
are decoptively collevied i the mame. of
domstions  for  religions and  charity
[rposes,

# Investments
Seamimers aet as finanesl wdvisorsfund
manmgers  and  offer knowledge  and
assistance o genemte high retums, quick
profits  and  magnified initial  capital,
Imwvesttors are deceived into ivesting their
apvings and in the end both =avings and
potential returns will be lost,

# SWIFT messages
Drawing up fake SWIFT messages is
ancdher way used by scammers o decefve
peaple.  Here, scammers prepare fake
SWIFT messages indiciting uovsually Bne
st of ey wonld be transferoed Tael
with conditions to pay certain bees before
the funils are rneleased,. However, it shoabd
Ir ot dliat these SWIFT messages anly
provide  information  about  financial
an=actions hence do gob entail such
conditions, 1 is a mere message and not an
instructioan,  However, kack of business
acumen wekes people victims of this scam
anel the seammers alao meslead ihem e
believimg  that  fimancial  institutions’
reguliory authaerities deprive them from
reviving this meney by lolding it back,
# Corporate world
Semmmers tanget not only imdividuals bt
companies @ wiell, Scam emails, hacking
datahieses and sy=tems, misapprogrition of
finnvial assets are severml methods waed 1o
stk wealih of conpanies.
Above-mentioned  diverse areas i which
seames frequently oceur clearly show thin the
scammiers  initially  identify ungent huown
nevils amd wams, life ambtion=, draims anid
goals. Scammers will subtly apprach peaple
with such necessities, and their mindsets will
b manipulated,  Help and guidonee will e
offered 0 order to win their trest and onee the
trwst i gained, the scammeer will formulate
wiys 1o steal memiey o these innocent
peope.. Even societal changes and trends such
ws COVIIME pandemic have been used as
plitforms 10 execute fnancial scams which
cleardy showy the high degree of evolution and
adaptability of finane il scams tenvironmaenial
and social changes.

{.Channels used by Scammers:

Financial scams are execoted via differen
clanneds incheding but mod Bmited 1o telephone
calls, vext messages, onails, social misdi,
mewspsapers, gl mogazines, Fiwial scanes
target anvone and  everyone, SAMINCTs
amploy different chanmels to approach different
siwcial growps. Telephome calls, fext mcssages
anel social medis are froguently wsed to bare
women i pomamee scams, Socil media
wgether  with  ablmetive advertising,
miotivational speeches amd convincing redurns
S 1l'|:|i|!|.:.' sl A :‘:|J|||'!M|'1t and dicerve the
younger generdion.  The older generation is
fargeted and captursd by scammers. throwgh
newsgkapers which s o news peedia sill wadely
heing wsed by theme Emails apd 1elephone
calls are generliy used by seammers W Langel
v midilbe-agoed wroa,

iLAnalysis of the Real-Life Scenario:

The real-hfe seemne faced h'_l.' Ashaisa 1‘|:l_|.'al,||a
daw seam taking place in S Lanka, Iecan be
sttt this Fimeial scam is executed by an
omgnized group. . Severa] parties namely D
Carl, Harry and the local bank account Tulder
awl en the surfsce whereas there can be many
ather parties operting behind the scene as
well, [t ois mob clear who e mastermind
behind the scam is. However, there is a
pessibility of it being Dr. Card or it could be
that zll the mentioned parties are intenmecinries
of the seam amd the mastermiand not being in
the forcfront but taking necessany steps o
emsure the smooth and fsvless conduct of the
SN,

D Carl allures Asha through social needia
by sharing and nurtoring her only deesam,
targeting her voung ape, sending her an
irresistible gl and by ecting as a responsible
and edweated  person halding a Doctomie.
Hl,ll'|!|:|1l Aspercl= .'\.:ll.:'h A% ﬂlllhil:ll!l. age,
curiosity, and status have been manipulated in
iz =cam. He wins her trust by sendding her a
phatograph of the gift and Asha believing what
she b= seefng pays out from her life savings to
chivin i gift froan a Lolal strmger.

[ fmancial scaims, comnon English names
such as Harry, Carl. Williem, Mike efc, are
nomually vsed. Further, many scams invole
foreign watonals and gifts (rom foreagm
coumtries sipee people believe @t 1o be
prestigionws and honsoed and thereby proving
it Beeoa comvineing and o eekiable way of
drvwing victims inte the trap. Further, this
reallife scene can be seen as a large-scale
ﬁlill.l!u'i.:ﬂ =i u.:'llr o total |"il'|.||'||."i:|| [1:\\'. o Ha
1,795, 0000 spanning over fust seven days,

The names sowd regulatory activities of Chree
it st Torities aperiding i S Lanka namely
S Custinmes, UN and CRSE. hiave beon misesed
in this scam since it is common knowledge

i
A

that these regulatory bodies clurge texes, lees
il issape pogrulifions, circulars, gudcelines and
nany other complinnee requirements  with
respect (oo many econemic activities i the
countey,  Victims of fimancial scams initially
trust the scomaner whole leariodlys  Means
used by scammiers o steal mwmey such s
clrarmoe changes, taxes, fees ane seen by these
wictims as hindranees placed by authoritios o
steal their gifisicash prizesifinancial suggsen,
Therefore, victims are ehictant 1o seek help
anald support from audlvorigies 2t the beginning.
There lavwe heen instances where victims have
coptacted  authorities o inguire about the
various charges 1w e paid bul bave not
listened to i relevant officials educating
about seams anc bave seolded them.

UOperating  alone and noi sharing with
anyons 35 anet her magor G tor contributing Lo
sem viclimization. The basic humim bt
causing swch behavior is greediness leading to
blined erust amnd reckliss action,

Preventive Measures:

As per e Financial Transactions Reporting
Act, Moo 086 of 2006 (FTRAY, seams hive heon
classifisdd 2% an unlawiul activity. In the event
an Institation s reasonable grounds o
suspect thal amy transaction or attempied
transaction may e related to o possible scam,
a5 per mection 7ol the FTRA, the Institution
shall, as soon as practicable, after fosming that
suspicion or receiving the information, but o
later thim twno werking days these (mn. report
the transaction or attemped (RmsEclion or
the informution as o Suspicious Trmsietion
Heport (STREY to the Frvmweial Intelligemnce
Uit aof =i Lanka (FIULSLL)L

Where a person becomes a victim ol o scam,
hesshie showdd take immediate steps W infsrm
the hanking institwtion in which the seammner's
bank sccoumt {5 ledd G any) oand lodge a
comptaimt with the mearest Police Station,
il vacthiis cath abs snfogmany other felevant
authorities incleding the FILRSL vin post Lo
Financial Intelligenee Unit of 56 Lanka, No,
S0 Janadhipathi Mawatha, Colomba (0o
throwgh email v furcchsLlk FIPSE has alse
taken several steps to mitigate financial sciam
waclimbiation sucly as tneely dissemanation of
STE= meevived an fmancial scams to pelivant
Law  Enforcement  Agencies,  conducting
awarenss  progrmmes, pullishing articles,
displavimg Myvers in banking institutions,

Be aware:

However,  the mmin responsibility in
mitigming the theest of financial scams lies
with the public. To avoid many private and
sl costs feurred i the cvent a person
Becianees i victiom of a scum, it is best if people
could toke preventive steps rather  than
following  subsequenmt  cormeclive steps Lo
protict themseves from seams,

Following preventive steps cam be
followed to protect ourselves from financial
SCAMS.

# Do mot disclese  personal  financisl
information such as hank account detidls,
crocitfdebit  card  details,  One  Tioe
Passwards (OTPS) to unkinown partics,

# Always authemicate credentials prior 1o
making paymenis.

# Do not make any advance payments Lo
LEsEen |||11|_|||~ nr L |au:.' Wy unseen
prriducts,

& [l not open appicious emails, messages,
hyperdinks, pop-ap windows ete,

# [o pot aperate alone. Share and seek help
fromn your family, elders, close friends and
authorities. in - any  doubtiul  financial
SEbUL T,

& B updoted with (he ktese positive and
negative trends in the finamcia] workd,

Message to the public:

“There @in't ne such thing as a free lunch’,
Bonefits promiscd in a financial scam may be
alluring at the beginning bat will lead o
suffering in the end, The pullic is henchy
arged Lo e abert and cautpous o deitafy,
report and protect themselves from linancial
stams. Always rescarch amd  inguine into
mrlbers unfuniliar o veuw belore dealing with
themy, Your constant vigilance, timely wetions
and fnancial know-how will help o avaicd
fnaicial soams i the short-ran and build 5
sitfie anel-sound country in te bomgno,
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